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Introduction
United Nations Security Council resolution 1373 (2001) noted the close connection between international terrorism and transnational organized crime, illicit drugs, illegal arms trafficking, money laundering, and other related crimes.  The technical assistance work of the UN Office on Drugs and Crime is conducted in all of these areas and can therefore play a role in strengthening international cooperation to prevent terrorism.  The General Assembly adopted resolution 58/136 (2003) on strengthening international cooperation and technical assistance in promoting the implementation of the universal conventions and protocols related to terrorism within the framework of the activities of the UNODC.  Operative paragraph 6 of that resolution:

Requests the Centre for International Crime Prevention (now restructured as a function of the Office on Drugs and Crime), subject to the availability of regular or extra-budgetary resources, to prepare guidelines on technical assistance according to which the Centre, acting in areas within its competence and in coordination with the Counter-Terrorism Committee, will provide assistance, related to promoting the ratification of, accession to and implementation of the universal conventions and protocols related to terrorism and to identify concrete elements of such assistance with a view to facilitating cooperation among Member States in combating terrorism, and to submit those guidelines to Member States  for their consideration.

The International Centre for Criminal Law Reform and Criminal Justice Policy (ICCLR) was commissioned to produce a draft Compendium of Legal Instruments and Useful Technical Assistance Tools to Prevent Terrorism and Other Related Forms of Crime.  Finally, the ICCLR drafted a list of various activities that Member States are expected to undertake in order to implement the universal conventions relating to terrorism and other related forms of crime.  The draft list was developed to help identify the various implementation areas that could benefit from the technical assistance activities of the UNODC.  

The Terrorism Prevention Branch organized a meeting of experts to consider the development of some basic guidelines for technical assistance and the implications of the links between terrorism and other crimes for the provision of technical assistance in support of international cooperation in the prevention of terrorism.  The Expert Group was also asked to review the proposed contents of a new Compendium of technical assistance tools and to offer advice on its structure, content, and format.  Extensive materials
 were reviewed by the Expert Group of 20 practitioners
, academic authorities, and technical assistance providers chosen with full regard for equitable geographic representation at a meeting in Cape Town, South Africa, organized with the gracious cooperation of the Institute for Security Studies. 

Technical Assistance Guidelines

Mr. Alex Schmid, of the Terrorism Prevention Branch, presented the objectives of the meeting and offered a brief overview of the technical assistance activities presently carried out under the Global Programme Against Terrorism. 

The Expert Group took note of the existence of a number of useful guides and toolkits recently developed to promote the implementation of the universal conventions and protocols relating to terrorism, in particular the Legislative Guide to the Universal Anti-terrorism Conventions and Protocols developed by the Terrorism Prevention Branch, the handbook on suppressing the financing of terrorism developed by the Legal Department of the International Monetary Fund, and the tools developed by the Legal and Constitutional Affairs Division of the Commonwealth Secretariat. The Expert Group also considered the four legislative guides recently prepared by the UNODC to promote the implementation of the United Nations Convention against Transnational Organized Crime and the protocols thereto.  The Group noted the relevance of these tools for the promotion of international cooperation in preventing various forms of crime related to terrorism. 

The Expert Group reviewed and offered suggestions on the documents prepared by the International Centre for Criminal Law Reform and Criminal Justice Policy outlining the proposed contents of the Compendium of Legal Instruments and Useful Technical Assistance Tools to Prevent Terrorism and Other Related Forms of Crime.  It was agreed that the table of contents for the Compendium could be circulated to representative of Member States during the forthcoming session of the Commission on Crime Prevention and Criminal Justice.  A copy of a revised table of contents for the Compendium is appended to this report
.

The Group also worked on perfecting a draft list of various activities required for the implementation of the conventions and protocols relating to terrorism and related forms of criminality for which Member States may require technical assistance.  The revised list is also appended to this report
. 

The main task of the Group was to develop a series of guidelines on technical assistance to support the implementation of the universal conventions and protocols related to terrorism and other forms of crime. The Expert Group reviewed various sources on the need for technical assistance and on the challenges facing Member States working to implement these conventions and protocols.  It developed a set of ten principles which, in its view, should guide technical assistance activities relating to terrorism and related forms of crime within the framework of the activities of the UNODC. The guidelines are presented below.

	DRAFT GUIDELINES ON TECHNICAL ASSISTANCE TO SUPPORT

 THE IMPLEMENTATION OF THE UNIVERSAL CONVENTIONS AND PROTOCOLS RELATED TO TERRORISM AND OTHER RELATED FORMS OF CRIME

In light of the urgent need for international cooperation to prevent and combat terrorism and in view of the importance and complexity of the adoption and implementation of the relevant conventions and other standards, the UNODC has been requested, subject to availability of regular or extra-budgetary funds, to intensify its efforts to provide technical assistance.  The Expert Group recommends that the UNODC, in promoting the implementation of the universal conventions and protocols related to terrorism and other related forms of crime and acting in areas within its competence and in coordination with the Counter-Terrorism Committee, should provide technical assistance in accordance with the following ten guidelines:

1. The technical assistance provided to the Member States, at their request, should be based on an integrated approach addressing the requirements and other provisions of Security Council resolution 1373 (2001) and all the conventions and protocols relevant to preventing and combating international terrorism, drug trafficking, transnational organized crime and other related forms of criminal activity, and should incorporate recognized human rights protections as also expressed by Security Council resolution 1456 (2003).

2. The technical assistance should be provided in a comprehensive manner so as to increase synergies in the delivery of technical assistance reflecting both the links between terrorism and organized crime and the responsibility of the UNODC for programmes to combat terrorism, drug trafficking, transnational organized crime, money laundering, corruption and other related forms of criminal activity. 

3. To avoid duplication, the technical assistance activities should be provided in close coordination with the activities of the Member States, Counter-Terrorism Committee, and other international, regional and sub-regional organizations. 

4. Regional and bilateral obligations and other applicable standards should also be considered in the provision of technical assistance. 

5. The technical assistance provided should be responsive to the requests, assessed needs, circumstances and priorities of the requesting states. 

6. Technical assistance to Member States to become parties to, and implement the relevant conventions and protocols should include activities to build the capacity of the criminal justice system, with regard to investigation, prosecution, and international cooperation, to combat and prevent terrorism and related forms of crime. 

7. Tools should be developed to help requesting Member States assess their needs for technical assistance and evaluate the effectiveness and impact of the assistance provided. 

8. The technical assistance should be provided in a manner which recognizes diverse legal systems and traditions while promoting the highest degree of international cooperation.

9. The technical assistance should be provided in a timely and cost-effective manner.

10. New initiatives in and methods of delivering technical assistance need to be explored, such as: 

a. modern online delivery of technical assistance; 

b. encouraging governments to include legislative representatives in technical assistance activities; 

c. increased use of partnerships with the UN Crime Prevention and Criminal Justice Programme Network of Institutes; and,

d. mentoring for criminal justice officials.




The Expert Group remained mindful of the need to increase synergies in the delivery of technical assistance to address terrorists’ involvement in other related forms of crime. Having examined the range of technical assistance tools currently available to support the implementation of conventions and protocols relating to terrorism and other related forms of crime, as well as the proposed contents of the new Compendium, the Expert Group recommended that the Secretariat develop a comprehensive implementation guide which would help relate the contents of the compendium to the needs faced by Member States.  The proposed new guide should update the existing Legislative Guide to the Universal Anti-Terrorism Conventions and Protocols and incorporate the experience gained in technical assistance projects carried out to date. 

.-.-.-.-.-.-.-.
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Appendix 1

Agenda    

Expert Group Meetings on Technical Assistance Guidelines 

and on Terrorism and Related Forms of Crime

Institute for Security Studies, Cape Town, 24-27 February 2004

A: Meeting on Technical Assistance Guidelines

(24 – 25 February)

Tuesday, 24 February 2004

Morning Session

Moderator: 
Mr. Peter Gastrow, Director Institute for Security Studies, Cape Town Office

09:30
Words of Welcome  by Mr. Alex Schmid, Senior Crime Prevention &

                        
Criminal Justice Officer, United Nations Office on Drugs and Crime

09:45 
Roundtable - Introduction of Participants

10:00
Objectives of the Meeting by Mr. Alex Schmid

10:20
Yvon Dandurand, Senior Associate,  International Center for Criminal Law Reform and Criminal Justice Policy: Presentation of the Revised Legislative Guide for the Implementation of the United  Nations Convention against Transnational Organized Crime (Palermo Convention)

10:40
Michael De Feo, Consultant Terrorism Prevention Branch: Presentation of the Finalized  Legislative Guide to the Universal Anti-Terrorism Conventions and Protocols prepared  by the Terrorism Prevention Branch of  the UN Office on Drugs and Crime

11:00
 Coffee Break

11: 30
Yvon Dandurand, International Center for Criminal Law Reform and Criminal Justice Policy: Presentation of the Draft Compendium on Technical Assistance in Preventing and Combating Terrorism

12:15
Discussion on the Features and Form of a Final Version of the Compendium.

13:00
End of Morning Session

Afternoon Session

Moderator: 
Mr. Peter Gastrow, Institute for Security Studies

14:30: 
Continuation of Discussion on the Compendium

15:30  
Tea Break

16:00  
Continuation of Discussion on the Compendium

17:30  
End of First Day’s Discussions

Wednesday 25 February 2004, 

Morning Session
Moderator: 
Mr. Peter Gastrow, ISS

09:30 
Mr. Michael De Feo, Consultant TPB: Brief Overview of the Technical

       
Assistance Provided in the Framework of the Global Programme Against Terrorism

10:00                Contributions from Experts on Country Experiences with Technical Assistance

11.00 
Coffee Break

11:30 
Contributions from Experts on Country Experiences with Technical Assistance

13:00 
End of Morning Session

Afternoon Session

Moderator: 
Mr. Mathew Joseph, Deputy Senior State Counsel, Singapore

14:30
Finalization of the Discussion on the Features and Form of the Final Version of the Compendium

15:45 
Tea Break

16:15 
Summary of Discussions and Suggestions, by Mr. Yvon Dandurand and Mr.Alex Schmid

16:45  
Final Observations by Experts

17:30  
End of Expert Group Meeting on Technical Assistance 

***************
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List of Documents Available During the Expert Group Meeting on Technical Assistance Guidelines

Cape Town, South Africa

24-25 February 2004

· General Assembly resolution 58/136 Strengthening international cooperation and technical assistance in promoting the implementation of the Universal conventions and protocols related to terrorism within the framework of the activities of the Centre for International Crime Prevention.

· Security Council resolution 1373 (September 2001).

· Legislative Guide to the Universal Anti-terrorism Conventions and Protocols, Vienna, UNODC, 2003.

· United Nations High Commissioner for Human Rights. Digest of Jurisprudence of the United Nations and Regional Organizations on the Protection of Human Rights while Countering Terrorism. New York and Geneva, United Nations, 2003;

· Legislative Guide for the Implementation of the United Nations Convention against Transnational Organized Crime  - A joint project of the International Centre for Criminal Law Reform and Criminal Justice Policy and the United Nations Office on Drugs and Crime (UNODC), 2004.

· Legislative Guide for the Implementation of the Protocol to Prevent, Suppress and Punish Trafficking in Persons, especially Women and Children supplementing the United Nations Convention against Transnational Organized Crime, Vienna, UNODC, 2004.

· Legislative Guide for the Implementation of the Protocol Against the Smuggling of Migrants by Land, Sea and Air, Supplementing the United Nations Convention against Transnational Organized Crime, Vienna, UNODC, 2004.

· Legislative Guide for the Ratification of the Protocol Against the Illicit Manufacturing of and Trafficking in Firearms, their parts and components and ammunitions, supplementing the United Nations Convention against Transnational Organized Crime, Vienna, UNODC, 2004.

· “Table of Contents”, Implementation Kits for International Counter-Terrorism Conventions, by the Legal and Constitutional Affairs Division, Commonwealth Secretariat, London, 2002.  

· “Table of Contents”, Model Legislative Provisions on Measures to Combat Terrorism, by the Legal and Constitutional Affairs Division, Commonwealth Secretariat, London, 2002.

· “Global Programme against Terrorism”, by the Terrorism Prevention Branch,  UNODC, February 2004

· Preliminary List of Documents, Compendium on Anti-Terrorism Technical Assistance, prepared by V. Chin and Y. Dandurand, International Centre for Criminal Law Reform and Criminal Justice Policy.

· Table of Contents, Compendium of Legal Instruments and Useful Technical Assistance Tools, Anti-Terrorism Technical Assistance Compendium Project, a draft document prepared by V. Chin and Y. Dandurand, International Centre for Criminal Law Reform and Criminal Justice Policy.

· Preliminary List of Areas of Technical Assistance Activities; A draft document prepared by V. Chin and Y. Dandurand, International Centre for Criminal Law Reform and Criminal Justice Policy, Anti-Terrorism Assistance Guidelines Project.

· Synopsis of the assistance requirements identified by Member States in their reports to the Counter-Terrorism Committee pursuant to Paragraph 6 of Security Council Resolution 1373 (2001), with relevant exerts from country reports, prepared by V. Chin and Shawn Charlton, International Centre for Criminal Law Reform and Criminal Justice Policy.

· UNODC Technical Assistance Matrix: Terrorism Prevention Branch, Update of 13 February 2004-02-28; 

· Draft Project Idea. Mentorship Programme on International Cooperation in Criminal Matters in support of Technical Assistance Activities on International Terrorism ands Transnational Organized Crime, by the Terrorism Prevention Branch of the UN Office on Drugs and Crime; 
· ASEAN’s Efforts in Counter-Terrorism, Association of Southeast Asian Nations.
· “Protection of Constitutional Democracy against Terrorist and Related Activities Bill”, (B 12 -2003), Republic of South Africa.
.-.-.-.-.-.-.
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SYNOPSIS OF ASSISTANCE REQUIREMENTS IDENTIFIED BY MEMBER STATES IN THEIR REPORTS TO THE COUNTER-TERRORISM COMMITTEE PURSUANT TO PARAGRAPH 6 OF SECURITY COUNCIL RESOLUTION 1373 (2001)

The following is a point form summary of the areas identified by Member States in which they required technical assistance in order to implement resolution 1373 and the 12 universal conventions.  Technical assistance in the area of criminal justice is often identified, albeit in general terms, and tends to focus on:  training for members of the judiciary; training for law enforcement officials and prosecutors; assistance with legislation development and legislative drafting; money laundering and terrorist financing counter-measures; trafficking in firearms; law enforcement cooperation; and information sharing.  However, the level of detail provided is likely insufficient to offer a concrete basis for planning of the provision of technical assistance in the area of crime prevention and criminal justice.  It may be that a more detailed tool could be developed to help individual jurisdictions pinpoint their requirements in relation to the priorities they have identified in their efforts to implement the various international conventions.

	COUNTRY
	ASSISTANCE REQUIRED

	Algeria
	· Exchange of data and information on terrorist networks

· Training of magistrates

· Equipment for combating terrorism

· Establish Centre for Study and Research on Terrorism by the African Union in Algiers

	Azerbaijan
	· Advisory assistance to create national counter-terrorism programme

· Enhancement of national legislation

· Upgrading of organization and structure of relevant State organs

· Staff training in special equipment, banking sector and persons dealing with data security

· Equipment and detection devices to combat counter-terrorism

· Establishment of cynological center 

· Creation of Counter Terrorism Education Centre

· Translation services and equipment

	Bahamas
	· Training of police officers for terrorist offences and financing

· Training of prosecutors

· Equipment to produce machine readable passports

	Bangladesh
	· Border control and immigration procedures

· Banking mechanisms, computerization and personnel training 

· Exchange of information and regional coordination

	Barbados
	· Increase counter-terrorism technology

· Personnel training in counter-terrorism techniques including fraudulent travel documents

· Equipment to upgrade port security (IT technology e.g. computerized databases)

· Assistance to study the capacity of the country to implement and finance counter-terrorism measures

· Police training

· Legislative drafting in the area of security

	Belarus
	· Automated border control system

· Crime detection laboratories for investigation of documents

· Border control equipment and machinery required for upgrading crossing point

· Installation of equipment at the largest border points

	Benin
	· Counter-terrorism expertise

· Financing of terrorism expertise

· Border control expertise

· Surveillance technology

· Organized crime expertise

· Counter-Terrorism equipment e.g. surveillance and vehicular

· Assistance to implement Organization of Prohibition of Chemical Weapons convention

	Bolivia
	· Financing of terrorism, banking supervision expertise

· Money laundering expertise

· Supervision of financial institutions expertise

· Assistance in legislative drafting in money laundering, financing of terrorism, international cooperation etc

	Bulgaria
	· Training of counter-terrorism personnel

· Detection and surveillance technology

· Border control

· Enforcement of money laundering measures

· Emergency and crisis situation training

	Burundi
	· Technical expertise in counter-terrorism in general

· Drafting legislation

· Implementation of legislation

	Cameroon
	· Acquisition of latest weaponry and metal-detection equipment for airports and border points

· Equipment to detect forged documents e.g. passports

	Chad
	· Strengthening national capacities, i.e. human resources (lawyers and security forces)

· Technical equipment

	Chile
	· Proceeds of crime expertise

· Administrative, comparative and constitutional law

	Congo
	· Legislative drafting assistance

· Exchange of information

· Increase national operational capacity in counter-terrorism, including materials and equipment

· Training of counter-terrorism agents

	Côte d’Ivoire
	· Legislative reform

· Legal, banking and law enforcement training

	Croatia
	· Training of law enforcement, judges, state prosecutors, anti-money laundering experts, emergency personnel, customs officers

· New information systems

· Early warning mechanisms and equipment

· Border control training

	Dominican Republic
	· Training of police, customs and legal officers in counter-terrorism techniques including detection of fraudulent travel documents

· Acquisition and maintenance of surveillance equipment

· Forensic accounting/science

· Intelligence analysis

· Counter-terrorism intelligence and proceeds of crime training

· Law reform assistance

· Border control, immigration and port facilities

· Review of economic citizen program

	Ecuador
	· Legislative experts to assist with law reform and drafting of new legislation

· Setting up and operating a financial intelligence unit to combat money laundering and terrorist financing

	Fiji
	· Legal expertise

· Law reform and drafting expertise in areas of transnational organized crime and terrorism

· Information and communication technology

· Internal policy coordination assistance based on best practices of other countries

	Georgia
	· Assistance to deal with multi-dimensional threat of terrorism

· Capacity building and logistics e.g. computers, vehicles, communication equipment

· Counter-terrorism expertise

· Chemical and radiation safety expertise

	Ghana
	· Border patrols

· Equipment for detecting fraudulent travel documents and smuggled dangerous materials

· Counter-terrorism intelligence centre

	Greece
	· More concrete projects of cooperation with third countries, CTC, European Union and other international and regional organizations

	Guatemala
	· Immigration services and travel documents

· Airport security expertise

· Links between drug trafficking and terrorism

· Arms trafficking expertise

· Money laundering expertise

	Guinea
	· Training of bank inspectors

· Legislative drafting to combat terrorist financing

· Training of magistrates on the financing of international terrorism

· Security officer training, communication and transport assistance

	Jamaica
	· Training in detection, investigation and prosecution of terrorist financing

· Implementing legislation

· Acquisition and maintenance of technologies to assist with border security and detection of fraudulent travel documents

	Kenya
	· General assistance to fight terrorism and related risks

	Kyrgyzstan
	· A list of needs can be produced if required

	Madagascar
	· Logistical resources e.g. naval surveillance equipment 

· Information technology to assist with intelligence exchange eg. Interpol

· Regular training of officers of National Center office of Interpol

· Establishment of website for Interpol to facilitate information gathering from public

· Design and preparation of laws and regulations implementing international instruments

	Mauritius
	· Forensic accounting to detect fraud, money laundering and financing terrorism

· Assistance in setting up a Financial Intelligence Unit

· Cyber-crime and cyber-terrorism

· Immigration, border and airport security training 

· VIP protection, crisis response team, critical incident, explosives, hostage, and major case training

· Surveillance assistance

· Anti-corruption training

· Assistance related to chemical, biological and radiological hazardous substances

· Judicial training on transnational crime

· Training of law officers on transnational crime

	Mexico
	· General assistance related to the investigation of terrorist activities

· Detection and communication systems using advanced technology for identification of forced travel documents, weapons trafficking, movement of explosives and hazardous materials

· Assistance with regulation of banks’ remittance service and exchange bureaux

	Moldova
	· Legislative expertise in order to draft anti-terrorism domestic legislation

· Investigating financial underpinning of terrorism

· Money laundering and financial investigative techniques

· Transnational judicial assistance

· Immigration law and practice

· Illegal arms trafficking

	Nepal
	· Training of trainers on anti-terrorism investigation for police and prosecutors, as well as for judges, military and intelligence personnel

· Detection of terrorist financing

· Legislative drafting of anti-terrorism laws

· Anti-terrorism intelligence equipment and information systems 

	Panama
	· Assistance in regulating banks’ remittance systems

· Training for government officials from customs and immigration

· Assistance in drafting and implementing international instruments e.g. trafficking in illegal weapons

	Papua New Guinea
	· Detection of harmful nuclear, chemical and biological materials

	Romania
	· Elaboration of anti-terrorism law including special provisions concerning extradition and mutual legal assistance

	Rwanda
	· Legislative drafting expertise for anti-terrorism laws

· Establishment of special units to fight terrorism, specialized training and equipment

	Saudi Arabia
	· General technical assistance requested

	Senegal
	· Training of management level personnel relating to terrorism

· Technical materials and equipment for improving and strengthening operational capacities

· Legislative drafting and legal officer training assistance in order to implement international conventions, laws and regulations in area of counter-terrorism

	Seychelles
	· Capacity building and human resources training

· Legislative and reporting (CTC) assistance

· Capital counter-terrorism equipment for law enforcement

· Immigration service training e.g. fraudulent passports

· Border controls

· Information technology

	Somali
	· Rehabilitation and reconstruction of state institutions

· Reconciliation and peace building

· Disarmament, demobilization and reintegration

	South Africa
	· International cooperation and assistance in identifying reliable contact persons in relevant investigative agencies in third countries to assist with follow up of investigations

	Sri Lanka
	· Training in financial intelligence techniques to combat money laundering

· Training of banking officials and personnel

	St Kitts and Nevis
	· General technical assistance to address security concerns

· Information and security equipment

	St Lucia
	· Advice on the legal and constitutional implications of civil forfeiture and the freezing of assets

· Preparation of training modules based on current legislation

· Provision of equipment and training in security and intelligence

· Setting up of auditing systems and internal controls in order to combat external threats of narco-terrorism, international, regional and local criminals who are deported after having been convicted and fined and returned to St Lucia with their passport being endorsed at the port of entry

	St Vincent and the Grenadines
	· Technical assistance for law enforcement including Customs and Immigration for electronic surveillance and interception equipment at borders and airports especially for fraudulent travel documents and biological and chemical detection

· Legislative drafting expertise

· Specialized task force training

· Technological assistance in setting up comprehensive database to track suspicious movements including hardware and software

	Sudan
	· Completion of national and specialized information networks

· Support for implementation of civil registration project

· Assistance to review national legislation and dissemination of international and regional instruments

· Assistance in development of chemical and biological materials and weapons search technologies

· Border controls and early warning systems

· Training for Customs and counter-terrorism unit

· Strengthening the central bank and the financial information network

	Suriname
	· Assistance to draft anti-terrorism legislation

	Swaziland
	· Require legislative drafters

· Computerization of border entry points

	Tanzania
	· Forged documents expertise

· Information technology for registration and business licensing officials

· Monitoring of suspected businesses for terrorist activities

	Togo
	· Assistance to draft anti-terrorism legislation

· Assistance to reduce illicit proliferation of small arms and light weapons in order to combat terrorism

	Tuvalu
	· Human resources to implement fully the Security Council resolution 1373

	Vietnam
	· Assistance in elaborating and implementing international instruments on terrorism

· Training of government officials involved in anti-terrorist activities

· Counter-terrorism financing expertise

· Database and information analysis centre expertise


Vivienne Chin, with the assistance of Shawn Charlton

18 February 2004
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Elements of Technical Assistance in support of the implementation of the Convention and Protocols relating to terrorism and other related crime

Member States may find it useful to review the following list of implementation activities in assessing their needs for technical assistance to support the implementation of the Convention and Protocols relating to terrorism and other forms of crime.  Implementation activities, including both those which are mandated and those which are recommended in the various international instruments, are grouped under eleven general categories: (i) general; (ii) Legislative (general); (iii) Criminalization/ Penalization; (iv) Measures related to cybercrime; (v) Measures to combat money laundering and the financing of terrorism; (vi) Measures relating to asset freezing, seizure and confiscation; (vii) Measures to promote international cooperation; (viii) Measures to protect witnesses and other participants in criminal proceedings; (ix) Measures protect and assist victims; (x) Institutional capacity building activities; and, (xi) Prevention Measures.

I.  General 

1. Review and assess current implementation of conventions

2. Assess and identify technical assistance needs

3. Assess resource requirements

4. Report clear and accessible information on progress of implementation

II.  Legislative (General)

1. Address issues of jurisdictions and exercise of jurisdiction

2. Review definitions of serious offences

3. Address criminalization of preparatory acts, ancillary offences and conspiracy

4. Address issues of law enforcement powers

5. Apply “Aut dedere aut judicare” principle

III.  Criminalization / Penalization

Member States may require technical assistance in adopting measures to establish under their domestic law a number of offences called for by the conventions and protocols relating to terrorism and other related forms of crime, and to ensure that these offences are punishable by appropriate penalties which take into account the grave nature of the offences.  Tools would be provided to help States define the material and mental elements of the offences in accordance with the general criminal law of each State Party.  The assistance provided will further assist requesting States to ensure that these new criminal law provisions comply with their obligations under international law in particular international human rights, refugee, and humanitarian law. 

A.  Establishing Offences under National Law
· Offences relating to civil aviation

· Offences based on status of victims (protected persons) and the Convention on the Safety of United Nations and Associated Personnel (1994)

· Offences related to dangerous materials 

· Offences related to vessels, fixed platforms and harbour installations

· Offences under the International Convention for the Suppression of the Financing of Terrorism
1. Criminalize the financing of terrorism

2. Establish liability of legal entities for financing terrorism

· Offences mandated by SC resolution 1373 

1. Criminalize the financing of terrorism

2. Define and penalize terrorist acts

· Offences recommended in the Commonwealth Model Legislative Provisions

1. Criminalize the provision or collection of property to commit terrorist acts 

2. Criminalize the provision of services for commission of terrorist acts

3. Criminalize the use of property for commission of terrorist acts 

4. Criminalize the making of arrangements for the retention or control of terrorist property 

5. Criminalize various forms of dealing with terrorist property 

6. Criminalize the soliciting and giving of support to terrorist groups or for the commission of terrorist acts 

7. Criminalize the harbouring of persons committing terrorist acts 

8. Criminalize the provision of weapons to terrorist groups

9. Criminalize the recruitment of persons to be members of terrorist groups or to participate in terrorist acts 

10. Criminalize the provision of training and instruction to terrorist groups and persons committing terrorist acts

11. Criminalize the incitement, promotion or solicitation of property for the commission of terrorist acts 

12. Criminalize the provision of facilities in support of terrorist acts 

13. Criminalize conspiracy to commit offences 

14. Criminalize membership of terrorist groups 

15. Criminalize the arrangement of meetings in support of terrorist groups

16. Criminalize participation in the commission of offence

· Offences related to organized crime

1. Criminalize the participation in an organized criminal group

2. Establish the liability of legal persons

· Offences relating to money laundering

1. Criminalize the conversion, concealment or disguise of the proceeds of crime

2. Criminalize acquisition, possession or use of proceeds of crime

3. Criminalize the participation in, association with or conspiracy to commit, attempts to commit, and aiding, abetting, facilitating and counselling the commission of money laundering offences

4. Define predicate offences

· Offences of obstruction of justice

1. Criminalize the use of physical force, threats or intimidation or the promise, offering or giving of an undue advantage to induce false testimony or to interfere in the production of evidence in relation

2. Criminalize the use of physical force, threats or intimidation to interfere with the exercise of official duties by a justice or law enforcement official
· Offences relating to corruption

1. Criminalize active bribery

2. Criminalize passive bribery

3. Criminalize complicity in bribery offences

4. Criminalize other forms of corruption

5. Criminalize embezzlement, misappropriation or other diversion of property by a public official

6. Criminalize bribery of foreign public officials and officials of public international organizations

7. Criminalize trading in influence

8. Criminalize abuse of functions

9. Criminalize illicit enrichment

10. Criminalize bribery in the private sector

11. Establish the liability of legal persons involved in acts of corruption

· Offences relating to smuggling of migrants

1. Criminalize the smuggling of migrants (including attempts, participation as an accomplice, organizing and directing others)

2. Criminalize the enabling of illegal residence

3. Criminalize the production and the procuring, providing, or possession of fraudulent travel and identity documents

· Offences relating to trafficking in human beings

1. Criminalize trafficking in persons

· Offences relating to trafficking in firearms

1. Criminalize the illicit manufacturing of firearms

2. Criminalize the illicit trafficking in firearms

3. Criminalize the tampering with markings on firearms

· Offences relating to illicit drugs

1. Criminalize the production, manufacture, extraction; preparation, offering, offering for sale, distribution, sale, delivery, transport, importation or exportation of illicit narcotic drugs or psychotropic substances

2. Criminalize the illicit cultivation of opium poppy, coca bush or cannabis plant for the purpose of the production of narcotic drugs 

3. Criminalize the illegal possession or purchase of narcotic drugs or psychotropic substances

4. Criminalize the manufacture, transport or distribution of equipment, materials or substances knowing that they are to be used in or for the illicit cultivation, production or manufacture of narcotic drugs or psychotropic substances;

5. Criminalize the organization, management or financing of drug offences

B.  Measures relating to jurisdiction

1. Measures to establish and exercise jurisdiction over offences

2. Application of “aut dedere aut judicare” principle 

IV.  Measures relating to cybercrime
1. Criminalize illegal access to computer data and systems, illegal interception, data interference, and system interference

2. Criminalize computer related forgery, frauds, etc.

3. Ensure that adequate substantive and procedural laws to prevent and punish terrorist and other criminal activities perpetuated with the aid of computers and computer networks

V.  Measures to combat money laundering and the financing of terrorism

1. Examine legislation in relation to the international standards set by the FATF, in particular Special Recommendations 6, 7 and 8.

2. Establish regulatory regime to require banks and financial institutions to ensure: customer identification, record keeping, and mechanisms to report suspicious transactions

3. Establish measures to monitor cross-border movement of cash and other monetary instruments

4. Establish financial intelligence units (FIUs)

5. Ensure that specific assistance required is provided in relation to financing of terrorism offences
VI.  Measures relating to asset freezing, seizure, and confiscation

1. Establish authority and mechanisms to seize property used in the commission of acts of terrorism and organized crime

2. Establish authority and mechanisms for seizure of assets used in the commission of acts of terrorism and organized crime

3. Establish authority and mechanisms to forfeit assets used in the commission of acts of terrorism and organized crime

4. Establish authority and develop mechanisms to identify, trace, freeze or seize property/assets, including bank, financial or commercial records, as well as equipment and other instrumentalities used in, or destined to be used in the commission of acts of terrorism and organized crime

5. Establish authority and develop mechanisms for the confiscation, including forfeiture where applicable, of property/assets, equipment or other instrumentalities used in or destined to be used in the commission of acts of terrorism and organized crime

VII.  International cooperation

A.  Mutual assistance (national, regional, and international capacity building)

1. Adopt measures to facilitate execution of request for confiscation from other countries

2. Mechanism for exchange of information between law enforcement agencies and other competent authorities (e.g. regional task forces and information sharing and analysis mechanisms, Interpol Fusion Project)

3. Establish and maintain central authority (including training) for speeding coordination of and responses to requests 

4. Promote training and technical assistance that will facilitate extradition and mutual legal assistance.

5. Facilitate meeting between central authorities for analysis of patterns and obstacles, and identification of best practices.

6. Secondments and exchanges of personnel between Central Authorities 

7. Secondments and exchanges of prosecutors and law enforcement officials involved in mutual assistance

8. Use liaison magistrates or law officers to facilitate mutual assistance 

9. Produce handbook and other materials to describe, for the benefit of other countries, the channels of communication, applicable rules and legislation, and the process for obtaining legal or law enforcement assistance (and extradition).

10. Encourage the development of networks of prosecutors

11. Encourage law enforcement communication and training in relation to mutual assistance mechanisms in place

B.  Mutual Legal Assistance (treaties)

1. Adopt and implement relevant new instruments

2. Develop, when necessary and appropriate,  new mutual assistance arrangements or treaties

· Define the scope of basic parameters of new treaties that are required

· Ensure comprehensiveness of new treaties (ensuring that they meet the various requirements of existing conventions and international commitments)

· Define assistance that will be made available (as broadly as possible)

3. Develop policies concerning the provision of assistance even in the absence of a treaty

4. Systematically review and revise existing treaties to which they are party and assess any implementation issues

5. Training of and communication with the judiciary in relation to national obligations under the treaties and the operation of the mutual legal assistance scheme

6. Extend to the greatest extent possible, mutual legal assistance not withstanding the absence of dual criminality

7. Extend mutual assistance even in cases where the incrimination reflects the fact that the same conduct is criminalized somewhat differently
C.  Extradition

1. Make offences extraditable offences

2. Identify and eliminate obstacles to extradition

3. Produce handbook and other materials to describe, for the benefit of other countries, the channels of communication, applicable rules and legislation, and the process for seeking and obtaining an extradition

D.  Law enforcement cooperation

1. Adopt measures to enhance cooperation with law enforcement authorities

2. Adopt measures that would facilitate the establishment of joint investigation teams

3. Develop bilateral and multilateral agreements on law enforcement cooperation

4. Use of law enforcement liaison officers

5. Cooperate in the collection, exchange and analysis of information on the nature of terrorist and organized crime activities

6. Share analytical expertise

7. Adopt measures to fully protect sensitive information received from other states

8. Develop bilateral and multilateral agreements or arrangements for the use of special investigative techniques in the context of international cooperation

VIII.  
Protection of witnesses and other participants in criminal proceedings

1. Adopt measures for the protection of witnesses

2. Adopt measures for the protection of judges, jury members, and prosecutors

3. Adopt measures for the protection of persons reporting corruption

4. Adopt measures for the protection of informants and mitigate punishment for accused persons providing substantial cooperation in the investigation and prosecution of crimes

IX.  
Protection and assistance to victims

1. Adopt measures for the protection of victims

2. Adopt measures for providing assistance to victims

X.  
Institutional capacity building 

1. Develop institutional expertise (human resources) to deal with transnational organized crime, corruption and terrorism

2. Strengthen investigative capacity through exchanges of law enforcement expertise regarding scientific and technological development (e.g. development of DNA databases)

3. Develop law enforcement ability to use special investigative techniques (electronic surveillance, undercover operations and controlled delivery)

4. Train, exchange information, participate in and organized joint training seminars (also language training)

5. Initiate, develop and improve specific training programmes for its law enforcement personnel including prosecutors, investigating magistrates and customs personnel, and other personnel charged with the prevention, detection and control of offences related to organized crime

6. Take effective measure to improve border control

XI.  
Prevention

1. Adopt preventive measures, including measures to prevent corruption, measures to reduce existing or future opportunities for organized criminal groups to participate in lawful markets with proceeds of crime, measures to promote and develop standards and procedures to safeguard the integrity of public and relevant private entities, measures to prevent the misuse by organized criminal groups of tender procedures conducted by public authorities and of subsidies and licences granted by public authorities for commercial activity; and, measures to prevent the misuse of legal persons by organized criminal groups.

2. Identify and share best practices

3. Exchange information about prevention
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Introduction

Part A: Compilation of International Conventions and Protocols and Regional Instruments Pertaining to Terrorism and Other Related Forms of Crime
1.
Universal Conventions (Terrorism)

1.1 Convention on Offences and Certain Other Acts Committed on Board Aircraft, 1963  (Tokyo Convention) 


1.2 Convention for the Suppression of Unlawful Seizure of Aircraft, 1971  (The Hague Convention 1970) 


1.3 Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation, 1971  (The Montreal Convention 1971) 


1.4 Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving International Civil Aviation, 1971 (Supplementary to the Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation 1988) 


1.5 Convention on the Prevention and Punishment of Crimes Against Internationally Protected Persons, 1973 


1.6 International Convention Against the Taking of Hostages, 1979 


1.7 Convention on the Physical Protection of Nuclear Material, 1980 


1.8 Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation, 1988 


1.9 Protocol for the Suppression of Unlawful Acts Against the Safety of Fixed Platforms Located on the Continental Shelf, 1988 


1.10 Convention on the Marking of Plastic Explosives for the Purpose of Identification, 1991 


1.11 International Convention for the Suppression of Terrorist Bombings, 1998 
 

1.12 International Convention for the Suppression of the Financing of Terrorism, 1999 


2.
U.N. Resolutions (Terrorism)

2.1 Declaration on Measures to Eliminate International Terrorism. UN General Assembly resolution 49/60, December 1994.


2.2 Declaration to Supplement the 1994 Declaration on Measures to Eliminate International Terrorism,  UN General Assembly resolution 51/210, December 1996 


2.3 Declaration on Measures to Eliminate International Terrorism.  UN General Assembly resolution 56/88, January 2002 


2.4 Protection of Human Rights and Fundamental Freedoms While Countering Terrorism, UN General Assembly resolution 57/219, December 2002. 


2.5 Security Council resolution 1269 (1999) 


2.6 Security Council resolution 1267 (1999) 


2.7 Security Council resolution 1368 (2001) 


2.8 Security Council resolution 1373 (2001) 


3.
Other Universal Instruments 

3.1 United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, 1988 


3.2 Single Convention on Narcotic Drugs, 1961 


3.3 Convention on Psychotropic Substances, 1971 


3.4 The United Nations Convention against Transnational Organized Crime and its Protocols, 2000 


3.5 Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women and Children, Supplementing the United Nations Convention against Transnational Organized Crime and its Protocols, 2000. 


3.6 Protocol against the Smuggling of Migrants by Land, Sea, and Air, supplementing the United Nations Convention against Transnational Organized Crime, 2000.


3.7 Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and Ammunition, Supplementing the United Nations Convention against Transnational Organized Crime, 2000.


3.8 UN Convention against Corruption, 2003 


3.9 OECD Financial Action Task Force 40 Recommendations, 2003 


3.10 OECD Financial Action Task Force Special Recommendations, 2003 


3.11 Convention on the Safety of United Nations and Associated Personnel, 1994 


4.
Regional Conventions / Instruments (Terrorism)

4.1 European Convention on the Suppression of Terrorism, 1977 


4.2 Protocol Amending the European Convention on the Suppression of Terrorism, 2003 


4.3 EU Framework Decision 2002 on Combating Terrorism


4.4 OAS Convention to Prevent and Punish Acts of Terrorism Taking the Form of Crimes against Persons and Related Extortion that are of International Significance, 1971 


4.5 Inter-American Convention against Terrorism, 2002 


4.6 SAARC Regional Convention on Suppression of Terrorism, 1987 


4.7 Arab Convention on the Suppression of Terrorism, 1998 


4.8 Convention of the Organization of the Islamic Conference on Combating International Terrorism, 1999 


4.9 OAU Convention on the Prevention and Combating of Terrorism, 1999 


4.10 Treaty on Cooperation among States Members of the Commonwealth of Independent States in Combating Terrorism, 1999 


4.11 Agreement on Cooperation among the Governments of the GUUAM Participating States in the Field of Combat Against Terrorism, Organized Crime and Other Dangerous Types of Crimes 2002


5.
Other Regional Conventions 

5.1 Inter-American Convention against Corruption, 1996 


5.2 Inter-American Convention against the Illicit Manufacturing of and Trafficking in Firearms, Ammunition, Explosives, and Other Related Materials, 1999 


5.3 European Convention on the Compensation of Victims of Violent Crimes 1983

5.4 EU Convention 1997 on the Fight against Corruption involving Officials of the European Communities or Officials of the Member States of the EU

5.5 Council of Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime, 1990 


5.6 Council of Europe Convention on Cybercrime, 2001 


5.7 African Union Convention on Preventing and Combating Corruption, 2003 


Part B:  
Compilation of Relevant Legislative Guides, Model Laws, Manuals and Implementation Tools Relating to International and Regional Conventions Relating to Terrorism and Other Related Crimes.

1. General 


2. Legislative (General) 


3. Criminalization  


3.1. Offences relating to civil aviation 


3.2. Offences based on status of victims (protected persons) 


3.3. Offences related to dangerous materials (nuclear material) 


3.4. Offences related to vessels and fixed platforms 


3.5. Offences related to the financing of terrorism 


3.6. Offences referred to in SC resolution 1373 
 

3.7. Offences related to organized crime 


3.8. Offences relating to money laundering 


3.9. Offences of obstruction of justice 


3.10. Offences relating to corruption 


3.11. Offences relating to smuggling of migrants 


3.12. Offences relating to trafficking in persons 


3.13. Offences relating to trafficking in firearms 


3.14. Offences relating to illicit drugs 


4. Offences relating to cybercrime 


5. Measures to combat money laundering and the financing of terrorism 


6. Asset freezing, seizure and confiscation 


7. International cooperation 


7.1 Mutual assistance (national, regional, and international capacity building) 


7.2 Mutual Legal Assistance (treaties) 


7.3 Extradition 


7.4 Law enforcement cooperation 


8. Protection of witnesses and other participants in criminal proceedings 


9. Protection and assistance to victims 


10. Capacity building  


11. Prevention 


Part C: Political Declarations, Plans of action, and Recommendations

1. G8 Agreement on 25 Measures, Ministerial Conference on Terrorism, Paris, France, July 30, 1996 


2. G8 Recommendations on Transnational Crime, 2002 


3. G8 Recommendations on Counter-Terrorism, 2002 


4. The G8 Global Partnership Against the Spread of Weapons and Materials of Mass Destruction:  Principles to Prevent Terrorists, or Those that Harbour Them, from Gaining Access to Weapons or Materials of Mass Destruction; Guidelines for New or Expanded Cooperation Projects, 2002 


5. The G8 Global Partnership Against the Spread of Weapons and Materials of Mass Destruction:  A G8 Action Plan


6. Report on the G8 Meeting on Legal Measures to Combat Terrorist Financing, 2002 


7. European Council Framework Decision on the European Arrest Warrant and the Surrender Procedures between the Member States, 2001 


8. EU Justice and Home Affairs Council Conclusions on Terrorism (20 September 2001)


9. Conclusions and Plan of Action of the Extraordinary European Council Meeting : Brussels, 21 September 2001


10. European Ministers of Justice (Council of Europe) Resolution No 1 on Combating Terrorism 2003


11. Council of Europe Parliamentary Assembly Recommendation 1644(2004) Terrorism: a Threat to Democracies


12. Council of Europe Declaration on Combating Terrorism, Brussels, 25 March 2004


13. APEC Economic Leaders' Declaration 2002 

14. APEC Leaders’ Statement on Recent Acts of Terrorism in APEC Member Economies, 2002 


15. APEC Leaders’ Statement on Fighting Terrorism and Promoting Growth, 2002 


16. ASEAN Efforts to Counter Terrorism 2001


17. ASEAN Regional Forum Statement on Measures Against Terrorist Financing, 2002 


18. ASEAN-United States of America Joint Declaration for Cooperation to Combat International Terrorism, 2002 


19. ASEAN-EU Joint Declaration on Co-operation to Combat Terrorism, 2003 


20. Statement of the Council of Ministers of Foreign Affairs of the Organization of the Black Sea Economic Cooperation on Joint Measures in Combating International Terrorism, 2001 


21. Agreement Among the Governments of The Black Sea Economic Cooperation Participating States on Cooperation in Combating Crime, in Particular in its Organized Forms, 2002 


22. Report of the Commonwealth Committee on Terrorism (CCT): Commonwealth Plan of Action, 2002.


23. OSCE Charter on Preventing and Combating Terrorism, 2002 


24. OSCE, Bucharest Plan of Action for Combating Terrorism, 2001 


25. OSCE / UODCCP - Declaration of the Bishkek International Conference on Enhancing Security and Stability in Central Asia: Strengthening the Comprehensive efforts to counter terrorism, December 2001.


26. NATO Partnership Action Plan against Terrorism, 2002 


27. Pacific Islands Forum Group Nasonini Declaration on Regional Security 2002


.-.-.-.-.
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� See Appendix 2. 


� See Appendix 7.
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� See Appendix 4.


� Paragraph 4.1 of the Note by the Chairman of the CTC offering guidance for the submission of the report pursuant to paragraph 6 of Security Council Resolution 1373 (2001) of 28 September 2001, suggested that States may, if they wished, identify in their reports areas in which they require or would benefit from technical assistance.


� Based on a draft prepared by Yvon Dandurand in preparation for the meeting of experts in Cape Town based on a number of available technical assistance tools.
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